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Abstract — In the analysis of power systems security
recently a new concern related to possible malicious
attacks caught much attention. Coordination among
different system operators (SO) in an interconnected
power system to counteract such attacks has become an
important problem. This paper presents a specific model
for the analysis of information impacts in handling on-line
security after a malicious attack. The model is based on
the socially rational multi-agent systems and the
equilibrium of a fictitious play is considered to analyze the
impacts of various levels of information available to the
interconnected system operators on the outcomes of the
decision making process under attack. A 34-buses test
system, with three systems interconnected by tie-lines, is
presented to illustrated the model and compare the
impacts of different information scenarios.
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1 INTRODUCTION

Many existent studies have focused on the problem
of terrorist attacks against power systems. These efforts
mainly concern the defense problems with reference to
the physical components of power systems resorting, for
example, to strategy interactions in game theory [1] or
bilevel programming problems [2][3][4]. At the same
time, the importance of cyber risk assessment in the
electric power industry has been recognized [5]. How-
ever, there are two main problems that have not been
specifically addressed.

Firstly, the physical behaviors of power system and
the information availability under malicious attacks
have generally been studied separately or from different
perspectives in contrast to a joint analysis. There is still
inadequacy of systematical and mathematical
methodologies for taking into account the interaction
between the timely communication of information and
the physical behaviors of power systems. Secondly,
system operators are assumed able to perform certain
corrective actions under attack to minimize the impacts
often without taking into account the decision making
chain and the coordination among autonomous system
operators with the inherent human and organizational
factors which may make the best feasible solution, in
theory, not viable, in practice, due to the rational and
self-interest behavior in the coordination.
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Compared with much traditional security analysis fo-
cusing on physical characteristics of power systems,
information exchange has been considered more and
more critical, especially in the problem of coordination
of interconnected power systems. The possible security-
related real time data to be exchanged have been de-
scribed, at least in Europe, by the UCTE (Union for the
Co-ordination of Transmission of Electricity) operation
handbook [6].

Meanwhile, multi-agent systems (MAS) have been
widely applied in different fields of power system [7].
However, most of these works are “prescriptive” [8]
which utilize MAS as a complex adaptive system to
perform distributed control. Another promising direc-
tion of MAS referred as “descriptive” [8] which asks
how nature agents learn in the context of other agents is
also important for power system applications. The goal
is to investigate formal models that agree with people’s
behavior or other natural agents to reveal problems and
characteristics of the analyzed process. Some former
works [9][10] have attempted to do such works related
to power system security coordination.

In this paper, a model based on multi-agent system
(MAS) and fictitious play to evaluate the impacts of
information about active power flow in different
information scenarios, when coordinating the defense of
interconnected power system against malicious attacks,
is introduced. In contrast with traditional security
analysis focusing on physical infrastructures, we stress
the analysis of the impacts from the dimensions of
information and decision making.

The rest of the paper is organized as follows. The
next section introduces the MAS model about decision
making under various information scenarios; section 3
discusses how to analyze information impact; all
proposed methods are applied in a 34-buses test system
in section 4; the conclusions are drawn in section 5.

2 DECISION MAKING MODEL OF
INTERCONNECTED POWER SYSTEM UNDER
VARIOUS INFORMATION SCENARIOS

For the independent SOs, who have the obvious
features of rationality, intelligence, self-interest and
decision making abilities, the most important issue in
response to a malicious attack is to coordinate their
decisions to be optimal or acceptable for the whole
system and viable for each decision maker.



In MAS, a variety of protocols and structures have
been developed to address the coordination problem.
They range from long-term social laws, through me-
dium term mechanisms such as Partial Global Planning,
organizational structuring and market protocols to one-
shot (short-term) mechanisms like the Contract-Net
Protocol [11]. Each coordination mechanism should be
selected according to the characteristics of the tasks in
hand [11]. Here we will resort to socially rational agents
[12] as the coordination mechanism in the decision
making of distributed SOs. Decentralized socially ra-
tional agents have been proved to make coordinated
actions by still performing in self-interest manner [13];
the result is a balance between self-interest and coopera-
tion.

2.1 Structure of the Interconnected System and States

The system is composed of n different subsystems
interconnected by tie-lines with each other. We define n
different agents to represent the independent operators
of the subsystems.

Let each agent:

- get information about its local system (such as the
active power flow of all transmission lines);

- get information about the other systems;

- determine which action to perform on its local
system, based on the maximization of an objective that
represents its utility.

The environment consists of the interconnected
power system which is simulated using a DC power
flow model.

From a conceptual point of view, the key aspect in
determining the network impact of any special scheme
is the active power flow; of course a more detailed
analysis in terms of a detailed analysis of the network
and of its dynamics can be included in the model.

There are some traditional and classic methods to
classify power system states; in this model we classify
the system states in: Secure state (no line overloaded);
Emergency state (at least one line overloaded).

The states transition diagram is shown in Figure 1.
Both Secure and Emergency states comprise different
operative configurations characterized by different
power flows, generation and load distribution. With a
given topology, if all power flows in the transmission
lines are within the maximum limits, we call a specific
distribution of all w, and dy (b ,%8) as a feasible

o%erative configuration.
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Figure 1: Transition of states.

2.2 Attacking Patterns

We can classify the malicious attacks in two types:
physical attacks and cyber attacks.

For the physical attacks, we will only consider at-
tacks that cause the failure of tie-lines or internal trans-

mission lines since they are the most unprotected and
represent a relatively easy target for an attacker [4]. The
lines being attacked can be multiple. Furthermore, a
discussion about possible attacks of other components
such as power plant and substations can be found in [2].
Our model applies, as well, to those attacking scenarios.

For cyber attacks, we generally summarize the
following patterns:

- Make the information unavailable or corrupted for
decision makers, so that the decision making would be
inappropriate and leads to catastrophic results.

- Make the correct control instructions unable to be
implemented by attack the SCADA system to make
catastrophic results.

- Directly control the SCADA system to make
malicious actions against the infrastructures.

According to what some existent models have shown
[14], cyber attacks may be more difficult to perform
successfully than physical attacks. However, cyber
attacks can be accessorial to enlarge the damage of
physical attacks. So in this model, we will focus on the
problem of decision making by operators without
enough or correct information under some most credible
physical attacks from off-line security analysis.

2.3 Obijective of the SOs

When the overload congestions have not been
relieved, the SOs only focus on the extent of
congestions. When the congestions are relieved, the
SOs focus on how much it costs to achieve this.

In the first place, in case of congestions caused by
physical attacks and that cannot be removed, to reflect
the security level of the power system, we express the
utilities for each SO in terms of the overload rate of the
lines. The overload rate associated to line 1 is:
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By taking into account all internal lines, i.e. those
that have both terminal buses in the local system, and
tie-lines that have one terminal bus in the local system
and the other in another system, the individual overlaod
rate for SO i is:

v,'= V' + fosv! )
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where coefficient 0.5 means that only half of the
overloaded rate of a tie-line would be considered by SO
i and the other half would be considered by the other
SO connected by the tie-line.

Each SO estimates expected overlaod rate by
considering the overload rate of its own system and,
with a proper weight, of the systems of its neighbors,
according to the socially rational agents approach :
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The evaluation of goij depends on how tight the inter-

action between each pair of SO i and j is. We use the
absolute value of power exchange between the two
parts as the parameter to evaluate this interaction. If the
interaction between SO i and another SO is more active,
then SO i would like to consider the overloaded rate of
the subsystem corresponding to that SO more important.

Then goij can be expressed as:
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In the second place, in case of secure state following
counteracting control actions, the SOs would not focus
on overloaded rate any more, but on how many loads
must be shed to relieve the congestions. To take the
system back to the secure state by shedding fewer loads
should be assigned higher utility values.

Then the final definition of utility U; of a socially ra-
tional agent i is :

Vv,E (ifVv,F <0)

Ui = . E (5)
(M; =L/ M, (ifv;- =0)

We suppose that SO i has total e action schemes, the

amount of loads to be shed in MW for each action
scheme is denoted as L} (j=1...e). Then

M, = MAX (L)) (j=1--¢) (6)
]

To keep the system secure, we assume that all the
operating agents can only select to shed loads in its own
system. Under different operative configurations, the
possible actions may be different depending on the
distribution of loads at the buses.

In subsystem i with d; buses whose loads can be

shed, a vector of action scheme «; ,&; consists of d

elements. Each element has two possible values, 0 or 1,
which respectively represents no shedding/shedding of
the loads on the bus; for examplea = {1,0,0,...,0}
means that only the load on bus 1 is to be shed.

The SOs have estimations about the influence on the
line flows of the loads at each bus. Based on some spe-
cific distribution factors of different buses (such as
PTDFs) which reflect the sensitivities of the active
power flows with respect to the variation of loads on
different buses, the SO may select some most sensitive
buses with loads to be considered to form the action sets
and hence the dimension of joint actions set composed
by the combination of all individual actions will be
tractable.

2.4 Objective Attainment by Learning

When only partial information about active power
flows on transmission lines is available, system opera-
tors do not have enough information about the structure
of neighboring systems and the distributions of genera-
tions and loads to rebuild the DC power flow model of
the whole interconnected power system. Additionally
they may not know the current policies of the neighbor

SOs, so they can not directly get the utilities of their
joint control actions. Reinforcement learning provides a
suitable method for modeling such a context.

We assume that g is the joint action which is com-

posed of n different actions by n SOs (ya, - «x,). G

is the set of all possible joint actions under the present
operative configuration. We apply the classic Q-
learning method to the learning process of all the agents
which can be considered as a repeated one stage game
[15].

For each SO, when he gets the reward U; by execut-
ing g, at state s, the updating formula for all Q-values

of time step t is:
Qi (s,9)+ AlU; Qi (s,9)]

Qs 9) = if s=s, and g =g, Y]

Qti (s,g) otherwise

where i =(1,2,...,n)

The learning rate £ decays in the learning process to
guarantee the convergence [16]. The criterion of con-
vergence of Q value is that the difference of two con-
secutive iterations is less than 0.001. Initial utility val-
ues are assigned to different action schemes according
to their quantity of loads to be shed.

2.5 Equilibrium Search by Fictitious Play

After getting the estimations about the system per-
formance following the possible control actions accord-
ing to the available information, the SO needs to make
the decisions based on its rational self-interest and a
strategic interaction with other operators. We resort to
fictitious play to find equilibrium to represent the final
joint decision.

A fictitious play is a process where each player be-
lieves that each opponent is using a stationary mixed
strategy based on empirical distribution of their past
actions until the strategies come to equilibrium [17].

This approach is appropriate for the problems where
the players are not aware about the utilities of other
opponents because of the lack of information and can
only make decisions based on their experiences. Ficti-
tious play is integrated with the model of socially ra-

tional agents: each agent i keeps a count Ci(aj) for

each individual action «; of the number of times agent

j has used it in the past. Agent i treats the relative fre-
quencies of each agent j’s actions as indication of the
current strategy of j. Agent i assumes that j plays action

a; with probability:
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For each player i, let its current action choice «; be

selected according to some pure strategy which maxi-
mizes the weighted evaluation of utility:

U" (o) = -ii;.i Qla; % )}%{R;—im} ©)
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where «_; denotes all the actions implemented by

other agents except agent i.

The process of fictitious play is integrated with the
reinforcement learning which keeps updating the Q
values of the joint actions. When all the maximum fre-
quencies of individual actions (or estimated probabili-
ties) of each agent are higher than a criterion (such as
0.9), the process can be considered as converged to a
pure strategy equilibrium formed by the individual
actions of each agent with maximum probabilities.

3 INFORMATION IMPACT ANALYSIS

The different information sets available to the SOs
correspond generally to different decisions and conse-
quently different performance of the system in terms of
overload removal and required load shedding. In this
context the information scenarios in terms of the metrics
for quantifying the level of information available need
to be defined. In this section, it will be introduced a
metric able to evaluate the effect of the information
availability on the estimation of the objectives of the
SOs, upon which the decision making is based.

3.1 Information Scenarios

An information scenario is defined by the set of val-
ues of the power flows on the transmission lines when
the system is under attack. The information scenario is
represented by the matrix:

Fu Fio - Fin
Foi Fp - Fop

F= . (10)
| Fut Fo oo Fin

where a non diagonal element Fj; represents the ag-
gregated information communicated from SO i to SO j
defined as:

Fi= (Pxy, ) (i=1..nj=1..n, 1 J) (11)

Each component p,, of F;;, denotes the active power
flow between bus x and bus y. py, = 0 if there is no
transmission line between these two buses.

A diagonal element F; in the matrix denotes the in-
formation of SO i related to his own system.

F* denotes no information exchanged between the
SOs. Fif’ denotes that there is no information exchanged

from operator i to operator j.

F' denotes full information scenario. F%; denotes all
information from SO i to SO j has been communicated.
F'; denotes that all information of system i is available
to SO i.

In case of partial information scenario where infor-
mation about active power flow in some transmission
lines is not available to local SO or neighboring SOs,
due to cyber attacks or coordination rules, the SOs will
consider the overloaded rates of these unknown trans-
mission lines as zero.

3.2 Information Scenarios Comparison

To assess the impacts of information on the outputs
of the coordinated decision making, a metric for com-
paring various information sets available to the SOs is
needed. We propose the idea of information distance
that characterizes the quantitative differences among
different information scenarios under the same physical
conditions and attacking pattern. This gives us an in-
sight to compare all information scenarios on a common
basis.

In the decision making process, the operators utilize
the information available in the current scenario to
choose its action and estimate the consequent system
performance, as measured by its utility. Different in-
formation sets correspond to different levels of accuracy
in the system knowledge and bring to different estima-
tions of the expected utility of the same actions. The
variation of the expected utility under the same physical
system conditions provides a way to compare quantita-
tively different information scenarios regardless to hu-
man and organizational factors in decision making.

There would be n different utility values of one joint
action g for n different agents from reinforcement learn-
ing in a specific information scenario F. From equation
(7), we can extend Q' as a function of information sce-
nario F: Q'(s,g,F). We consider the estimated utility

values [Ql(F f ),QZ(F f ),...,Q"(F f )] for joint action
g based on full information scenario F" where informa-
tion about active power of all transmission lines could
be common knowledge of all operators as the coordi-
nates of a point in a n-dimension space, and the esti-
mated utility values

[Q'(F),Q%(FP),...,Q"(F")]for the same joint

action g based on another partial information scenario
FP as another point in the same utility space. As an
example, Figure 2 indicates the situation for three
agents in a 3-dimension space.

0*] &lQ'(FN.Q°(FN.Q°(F )]
«— AQ

[Q'(F"),Q*(F").Q°(F")

Q‘Z/ 61

Figure 2: Variation of utility of one joint action.

The variation of estimated utilities of joint action g
caused by reduction of available information unavail-
ability can be considered as the Euclidean distance
between these two points. To have a general evaluation
of an information scenario about the corresponding
estimating accuracy of system performances, we define:

Hy,= ¥ J%’Id(p)-d(f)}z (12)
g g\i=

Then the information distance between scenarios F'
and FP could be defined as:




D,=H,/H, (13)
H¢corresponds to information scenario F? where

there is no information exchange between SOs as a
reference.

System performance, information distance and deci-
sions of the SOs at the equilibrium can reveal three
different characteristics of the problem; by comparing
them, we can have an insight about their interrelations
with special reference to the decision making-
information relationship.

4 NUMERICAL SIMULATIONS

We consider an interconnected 34-bus system with
three SOs connected by 6 tie-lines to exemplify the
analysis of the information impacts on coordination of
SOs in different information scenarios. The system data
are reported in the appendix. By the test results, we will
see what factors influence the information impact seri-
ously, the role played by coordination rules and how
decision making impacts system performance.

We consider an attacking pattern, derived from an
off-line security analysis, characterized by the destroy-
ing of two lines (1-3 and 5-14).

We consider two operative configurations in the se-
cure state for which the power exchanges among the
SOs are shown in Figure 3.

3.57 0.53 174 2.14

Configuration 2
different  operative

Configuration 1

Figure 3: Power exchange at
configurations (pu).

We set k;= k,=0.5 in (3) which means a medium atti-
tude of the SOs in favor of the welfare of the whole
system. We assume that each system operator can shed
loads on one or two busses in its local subsystem to
remove the congestions caused by the attack.

We consider and compare 9 different information
scenarios in the operative configurations. The informa-
tion made available to the neighboring SOs, in scenarios
F*F°F° F* and F®, is the power flows on the most over-
loaded lines after the attack.

S L F'or? R

11 12 13 11 12 13
Fo= F' F? | FP=[F’ Ff

( p30'32 ) 22 23 21 22 ( p30’32)

Ff F F' F* F/ F'

31 32 33 31 32 33

' FF ' F R
11 12 13 11 12 13

f f
Fe= (P30.32) F22 (Ps0.32) | F~ =] (P3334) Fzz (Ps3.34)

e b Ef ' FF
L 31 32 33 i L 31 32 33 B
1 12 13 11 12 13
Fe _ Ff F¢ = F¢ F f F¢
(Pss32) 2 (P333) 21 22 23
b pd g F* F/ F'
31 2 33 31 32 3

F' is the case in which the information about active
power of all transmission lines would be communicated

to all operators. F? is the case that no information
would be communicated to neighbors. In case F, the
information about active power of all transmission lines
except Psosz P3szs and paz s, would be communicated to
the neighbors, while in case F' only the information
about active power of lines near to the borders would be
communicated to the neighbors.

Firstly, let us consider the operative configuration 1
(table 1) under the various scenarios.

Sce- Equilibrium from fictitious | Shed Unrelieved | Info-
nario play loads overload distance
(Bus NO. of shed loads) (p.u) rate
SO1 S02 SO3
F2 20,23 3,29 | 26,27 | 4.85 0 0.696
=3 None | None 15 1.0 05 0.926
= 20,23 5 27 4.65 0 0.507
[= 20,23 3,29 | 26,27 | 4.85 0 0.627
= 20,23 3,29 | 26,27 | 4.85 0 0.627
F None 3,5 None 2.8 0.5 0.420
= None None 15 1.0 0.5 0.957
F 20, 23 5 27 4.65 0 0
F 4 None None 15 1.0 0.5 1

Table 1: System performance under various information
scenarios (operative configuration 1).

In tab. 1, it is obvious that the considered scenarios
come to 4 different equilibria from fictitious play. The
comparison among scenarios F* and F° shows how the
same information (power flow on line 30-32) can im-
pact differently the system performance when it is util-
ized by various SOs; that means that the same informa-
tion can play a differently important role for different
operators.

Considering the information related only to the lines
closer to the border, as suggested by the UCTE regula-
tion, may be not sufficient to maintain the system secu-
rity, as shown in scenario F'; that prompts for the need
of a ranking of the critical information starting from a
systematic analysis of the whole systems and not only
focusing on the interconnecting lines.




The information dimension plays a major role. How- APPENDIX
ever, the decision making dimension can superpose
providing surprising results. In scenario F" the SOs fail

to relieve congestion as a result of their control actions, Line | o tbus | Endbus Admittance P
its i i i fi NO. [p.u] [p.u]
though its information distance to F' is the smallest, that
. . ; 1 1 2 0.05062 2286
shows even under better information, the strategy inter- 3 1 3 0.05785 30
actions of the rational and self-interest system operators 3 1 4 0.05785 2.286
in the decision making process can not guarantee better 4 1 4 0.08161 2.286
5 1 8 0.12934 2.286
performance of the system that depends both on the 5 1 0 0.00413 477
information availability and the corresponding decision 7 1 10 0.00413 2477
making 8 2 4 0.05062 2.286
: . 9 2 1 0.00413 2286
System Bus NO. | Total shed | Unrelieved 10 3 4 0.13843 2.286
Operator | of  shed | loads (p.u.) overload rate 11 3 5 0.20041 2.286
loads 12 3 12 0.00413 2.286
SO1 N 13 3 12 0.00413 2.286
one 14 4 15 0.05114 2286
SO 2 33 34 1.2 0 15 4 7 0.06818 2.286
S03 | None - 5 Do0i: S0
17 4 1 .0041 .
Table 2: System performance under various information 18 5 15 0.0657 2477
scenarios(operative configuration 2) 19 5 14 0.00413 2.286
! 20 6 15 0.00413 2.286
. - R ; . 21 6 15 0.00413 2.286
In operative configuration 2, compared with configu- 22 7 3 0.06674 2286
ration 1, all the considered information scenarios pro- 23 7 16 0.00413 2.286
vide always the same performance of the system repre- 2 : u Lo 220
sented by the same and unique output equilibrium from 26 30 29 0.04756 1.039
fictitious play (table 2). 21 30 29 0.04756 1.039
: : - - : 28 30 29 0.04756 1.039
Consequently, in operative configuration 2, the in- 59 2 m 004756 1035
formation availability has no impact on the decisions of 30 32 30 0.04756 1.039
the system operators; that indicates that, in this case, the 3L 32 31 0.04756 1.039
physical dimension of the system is robust enough with 2; 2421 gi 0603326 1822
reference to information unavailability. 34 33 32 0.092 1.039
35 24 %5 0.04756 1.039
36 26 %5 0.04756 1.039
5 CONCLUSIONS 37 27 26 0.04756 1.039
: f . 38 28 27 0.04756 1.039
The security of interconnected power system, against % 1o 0 004756 1039
contingencies, both natural and malicious, can be prop- 40 19 20 0.04756 1.039
erly modeled considering the SOs as socially rational fé ;i 50 0-02;56 1-039
MAS playing a fictitious play. Information plays a ma- Vel 1 22 0690926 11822
jor role in determining the decision of each SO and the 44 18 21 0.04756 1.039
corresponding performance of the system in terms of :2 ;g ;:1; 0-003;5236 1823
line overloading and load shedding. The model pro- e 25 T 501033 3811
posed can be usefully employed to verify the physical 48 31 14 0.01033 2.286
robustness of a system with respect to the availability of 43 34 9 0.02066 2.286
. . . . - - 50 24 16 0.02066 2477
information. This can provide a new viewpoint of sys- 51 28 6 0.02066 2477
tem robustness by taking into account not only the 52 19 17 0.01033 3.429
physical dimension but also the cyber and decision 53 18 11 0.01033 2.286
T . 54 23 3 0.04132 2286
making dimensions. Table 3: Line data
Each information is operator-sensitive in the sense
that the same information may have different relevance Operative Configuration 1 | Operative Configuration 2
to different operators in the grid in determining their Bus Generation Load Generation Load
performance. The most critical information may be not Nf' [p-ou'] [pb“-] [p-ou-] [p-ou-]
necessarily those referred to the lines located near to the 2 18 0 18 0
borders of the sub-systems, as the current regulation in 3 0 1 0 1
EU assumed. In this respect a systematical analysis and : g ig g i’g
ranking of the critical information all over the system is 6 0 07 24 0
necessary. Furthermore, the performance of the inter- 7 0 04 0 0
connected system depends considerably on the decision S 2 2 2 2
making process of the decision makers and on their 10 32 0 34 0
attitudes that need to be modeled and quantitatively 11 0 0 0 0
; ; ; 12 0 0 0 0
assessed in security analysis. 3 2 5 7 5
14 0 0 0 0




15 0 1.0 0 0

16 0 0 0 0

17 0 0 0 0

18 0 0.9 0 0.9
19 1.15 0 1.15 0

20 0 1.75 0 1.75
21 2.7 0 2.7 0

22 0 0.6 0 0.6
23 0 0.6 0 0.6
24 0 0.5 0 0.5
25 0 0.5 0 0.5
26 0 0.5 0 0.5
27 0 0.5 0 0.5
28 0 0 0 0

29 0 0.5 0 0.9
30 0 0.55 0 0.95
31 0 0.5 0 0.9
32 0 0.05 0 1.05
33 0 0 0 0.6
34 0 0.3 0 0.6

s03—> |

Figure 4: Test system
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